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DISPATCH

Tradeshows are always an exciting time as the
industry comes together to network, explore
new technologies and discuss the communica-
tions challenges facing critical responders.
These responders currently face many chal-
lenges and obstacles, but new technologies con-
tinue to evolve to help address these issues.

That doesn’t mean these new technologies will
replace the critical LMR tools that first responders and other criti-
cal workers use on a daily basis. In fact, a recent report from
SAFECOM found that LMR and broadband technologies are likely
to co-exist for a long time. Find this news and more updates from
the last five months in Top News.

Speaking of LMR, the P25 standard is celebrating its 30th anniver-
sary in September. The standard has evolved greatly throughout
its life span and continues to be a critical tool for first responders
around the country. P25 Steering Committee Chair James
Downes and Project 25 Interest Group Chairman (PTIG) Executive
Director Stephen Nichols look back at P25’s first 30 years, as well
as its future.

The issue also features a deep dive into the Third Generation
Partnership Project (3GPP) standard’s interworking function and
how it can enable LTE and LMR communications. Walt Mag-
nussen of Texas A&M University also recaps this year’s Interoper-
ability Institute. Industry consultant Andy Seybold takes a look at
LTE direct mode for mission-critical push to talk (MCPTT) and
examines why it is unlikely LTE direct mode will replace LMR
direct mode any time soon.

Meanwhile, the Enterprise Wireless Alliance’s (EWA) Mark Crosby
goes over the recent developments for the T-band spectrum fol-
lowing the end of the mandate to auction. On the broadband
side, the First Responder Network Authority (FirstNet Authority)
highlights recent efforts to enable remote dispatch capabilities,
and Verizon looks at how deployables can help in disaster
response. Finally, we have an exploration of how technology can
help improve and further public-private partnerships.

Thank you to all of our authors and our advertisers who made
this issue possible. We hope you enjoy this issue. If you’re attend-
ing the APCO show in Anaheim, please stop by booth 1003 to visit
and pick up the print edition of this magazine.

Danny Ramey, Editor
dramey@RRMediaGroup.com
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FFederal, state, local, tribal, andterritorial agencies continue to
embrace Project 25 (P25) as the
de facto American National Stan-
dards Institute’s accredited tech-
nical standards for LMR commu-
nications interoperability. Thirty
years ago, P25 began as a user
requirements-driven standards
development process and
remains that way today. P25 has
enabled nationwide holistic inter-
operability for mutual aid that led
to preprogrammed channels,

common infrastructure, flexible
subscriber units (SUs) and talk-
group naming conventions — for-
ever changing the effectiveness
of field response and operations
for public-safety first responders.

The continuing objective of P25 is
to provide critical communica-
tions capabilities while enabling
comprehensive interoperability
between public-safety responders
to achieve enhanced coordina-
tion, timely response, and effi-

cient and effective use of commu-
nications resources.

Today, P25 continues to tran-
scend boundaries to enable com-
prehensive operability and inter-
operability for the public-safety
community. The availability of
public-safety applications and
services from commercial carriers
supporting LTE and emerging 5G
technology presents additional
opportunities for P25 interoper-
ability. The development of the

P25 has become a critical tool in its first 30 years and will
continue to evolve. By James Downes and Stephen Nichols

30 Years of Project 25
Transcending Boundaries,
Enabling Interoperability
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LMR/LTE interworking function
(IWF) is continuing, and the
Alliance for Telecommunication
Industry Solutions (ATIS)/
Telecommunications Industry
Association (TIA) Joint LMR and
LTE working group indicates that
the resulting technical standards
will embrace the existing P25
Inter-RF Subsystem Interface
(ISSI) standards and capabilities
as the foundation of the new
IWF capabilities.

P25 System Spotlight:
Michigan’s Story
Following the successful imple-
mentations of P25 conventional
systems by several federal agen-
cies, Michigan began operation of
the first P25 statewide network in
1995 and continues to maintain

and expand the system’s avail-
ability today. Michigan’s
Statewide Interoperability Coordi-
nator (SWIC) Bradley Stoddard
explains: “We worked with the
Governor’s office and legislative
office to embrace and fund a
statewide system. The largest sin-
gle procurement award in the
state of Michigan built this sys-
tem for 83 counties to operate as
one interoperable system.” P25
has enabled the easy addition of
new users to Michigan’s
statewide network with over
120,000 subscriber units (SUs)
communicating seamlessly across
the state today.

While a handful of Michigan’s
counties are using their own sys-
tems, many have existing interop-

erability with and plan to join the
statewide system to realize avail-
able cost savings. Considering the
future of P25 in Michigan, Stod-
dard said, “Michigan is also con-
nected with neighboring state sys-
tems as mutual aid doesn’t end at
the border. You have a means to
extend and coordinate responses
across state lines due to the P25
standards-based system.” Stod-
dard expects that all states within
Federal Emergency Management
Agency (FEMA) Region V will be
connected to enable SU roaming
beyond state borders in the near
term. “Our statewide system will
not go away, and it has proven
reliability through planned and
unplanned events. Michigan will
continue to invest dollars and peo-
ple into its robust P25 system.”
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Ongoing Growth of P25
Why have so many public-safety departments and
agencies throughout the country chosen P25?

The P25 ISSI permits roaming to a neighboring•
system while maintaining home system contact.
This interface also supports the connection of
non-P25 technologies such as cellular push to
talk. ISSI enables the interconnection of radio
frequency (RF) subsystems. This allows public-
safety agencies to link their networks together
to create a “system of systems” architecture
expanding coverage and interoperability.

P25 direct connections using the P25 Common•
Air Interface offer reliable “radio-to-radio”
communications when infrastructure is
unavailable or overwhelmed.

P25 standards enable communications•
between neighboring jurisdictions during a
common incident, special event, or vehicle pur-
suit and enables outside agencies to respond
during mutual or automatic aid incidents.

P25 radios can be programmed with national,•
statewide, regionwide and local mutual aid
interoperability talkgroups for use in emer-
gency and disaster incidents. As P25 standards-
based systems have been implemented
throughout the U.S. and around the world,
many public-safety agencies have sought to
connect their systems with neighboring or
other contiguous, wide-area systems to enable
more effective interoperable communications
for mutual aid operations, or simply to expand
their own coverage while avoiding additional
capital costs.

P25 technology provides comprehensive and•
robust
security
services to
secure
voice and
data trans-
actions. P25
embraces
the encryp-
tion algo-
rithm
endorsed
by the
National
Institute of
Standards
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and Technology (NIST)
for the Advanced Encryp-
tion Standard (AES). P25
AES encryption is facili-
tated through secure key
management facilities,
and available over-the-air
rekeying reduces time
and complexity of period-
ic encryption key
changes. P25 also pro-
vides link layer authenti-
cation to further identify,
validate and secure SUs
and the system infra-
structure. The coming
addition of link layer
encryption (LLE) will fur-
ther enhance encryption
and security of the con-
trol channel messages
upon the completion of
the technical standards
and manufacturers’ pro-
duction of LLE products.
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The reliability and interoperability
of P25 technology has also been
adopted worldwide. Currently,
P25 technology has been imple-
mented in 80 countries, and this
number is growing.

The Future of P25:
What’s Next?
As technology evolves, so does
P25. The technical standards
continue to be updated and
upgraded as users find and
develop new requirements and
improvements to address chal-
lenges. As the standards have
matured, the user community
has embraced P25 equipment as
the cost-effective critical com-
munications solution. The
public-safety community realizes
P25’s value in providing secure,
highly available, scalable, and
shareable critical communica-
tions solutions built for the
public-safety environment. P25
provides effective cost contain-
ment/avoidance, enhanced spec-
trum efficiency, and operational
benefits of multi-jurisdictional,
regional, and shared system of
systems environments.

Substantial regional networks
are commonplace, with several
larger than some current
statewide systems. For example,
California and Texas are imple-
menting cloud-based P25 tech-
nologies that facilitate connec-
tions of multiple individual sys-

tems that will form several of the
largest regionalized interopera-
ble systems in the nation. P25 is
also the recommended technolo-
gy of choice for public-safety
emergency communications
interoperability in the Fiscal Year
2022 SAFECOM Guidance on
Emergency Communications
Grants and the National Emer-
gency Communications Plan. n

James Downes is the federal–interna-
tional emergency communications
branch chief for the Cybersecurity and
Infrastructure Security Agency (CISA)
and chair of the Project 25 Steering
Committee. Stephen Nichols is the exec-
utive director of the Project 25 Technol-
ogy Interest Group (PTIG). He has led
the organization for the last eight years
and has more than 30 years of experi-
ence in the land mobile and public-
safety radio industries in various prod-
uct development, marketing and busi-
ness development positions.
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