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Who is PTIG? P23
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A The Project 25 Technology Interest Gro(RTIG) is a group of individuals and
organizations who share the mutual interest of advancing the development,
deployment, and applications of Project 25 industry standards.

A PTIG offers a P25 information forum for users and manufactwighseducation
and training on Project 25 Standards and their applications.

A PTIG members include:
A Radio communications subject matter experts
A Public safety and Government professionals
A Equipment manufacturers and LMR engineers
A Service providers and consultants.

July 2025 Project 25 Technology Interest Group 3
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Patching and
Dynamic
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Welcome to the Project 25
Technology Interest Group

The Project 25 Technology Interest
Group (PTIG) brings you this web
site to provide information on all
topics concerning Project 25.

Systems Listof P25
Please register on the site for Conventional
access to additional information. If Systems
you previously registered prior to
reguenti A
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A P25 System ListSrunkingand Conventional
A P25 Latest Standards Update Report & List of Standards Documents

A Links to P25 Libraries of Special Interest
A P25 Security and Encryption Links to DHS Library
A ISSI/CSSI Interoperability Links to DHS Library and Informal Testing Data
A P25 CAP Testing Program: Links to DHS CAP approved equipment Lists.

A P25 New Products and Services
A PTIG Conference Panel Presentations PPT Slides
A P25 Frequently Asked Questions (FAQ)

A PTIG Commercial Member listing Primary P25 Contact information and company
Website link

July 2025 Project 25 Technology Interest Group 5
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Benefits of Project 25 =

.°\omf\\);
P25 is a well established Suite of Standards @'
with a User Driven, Evolving Technology

A A Public Safety Grade Technologith High Availability through Redundant and
Resilient Configurations in VHF, UHF, 700/800/d61{x.

A Direct Mode Communicationsshen Infrastructure is not available
A Enabling Interoperabilityfor Multi Agency Sharing of Voice/Data/Location
A SecureAES 256 bit Encrypted Communications

A Ongoing Standards Developmeand upgrades with forward and backward
compatibility based on User Priorities

A Large Nationwide Installed Base of P25 SysteB800+including 42+ Statgide.
A P25 Sharing = Cost Savings & Improved Coverage for Users
A Multi-Vendor Sourcindgrom 40 Project 25 Product and Service providers

July 2025 Project 25 Technology Interest Group
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Project 25 Steering Committee Priorities
P25 Roadmap going forward

Don Root
P25 Steering Committee Chair, APCO

July 2025 Project 25 Technology Interest Group



P25 STEERING COMMITTEE PRIORITIES &
FUTURE ROADMAP ac




P25

Steerin 0 PARTICIPATING GROUP INTERACTION SCHEME
C . tt USER VOICE JOINT PARTICIPATION INDUSTRY VOICE
O m m I e e Project 25 APIC (TIA/P25 TIATR-8
I\/I . . Steering Committee Interface Committee) Committee
SAFECOM User Needs APIC TR-8
Working Group Task Groups Subcommittee
Malntalnmg and User Needs APIC Subcommittee
enhanci ng resi lient Task Groups Working Groups Working Groups
pUb"C safety * Define requirements for * Develops user * Develops consensus
- - standardization requirements into standards in
comm u_nlcatlons « Adopt or reject TIA work standards proposals coordination with APIC
operability and I e e
Interoperability through » Develops concept Rﬁ?)rza ncizaartlicl)(;]as ons 82”{),[3 ;n?squliirhsevso ©
: documents for P25 * *
the evolution of P25 may vote TIA standards
teC h ni Cal Stan d ard S The Project 25 Steering Committee has final approval authority for all Project 25 standards documents.

[EEN
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Notable Accomplishments of P25
Technology

Public safety grade ©) -: RObIU_St current and
reliability and performance B, = evolving systems

cybersecurity
Mature, well defined, P25 ©. _ C Spectrally efficient
(R) ] standardized air and @, trunked systems
s wireline interfaces create o ©

seamless interoperability Established dynamic

and competitive
marketplace

Project 25 Technology Interest Group 12



Notable Accomplishments of P25
Technology

.
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Scalable trunked and
conventional system
architectures

Continuing
development and
enhancement of P25
standards

Authorized, independent
test labs for technical
standards compliance

Backward and forward
compatibility for operability
and interoperability

P25 operates in multiple
VHF/UHF/700/800/900
megahertz (MHz) public
safety and government
frequency bands

Project 25 Technology Interest Group
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P25 Steering Committee Ongoing Priorities

Developing P25 Education and Outreach Materials

Improving the Understanding of P25 Technical Standards development processes

Facilitating Discussions Between P25 Users and Manufacturers/Suppliers

Enhancing Cybersecurity and Encryption Management Best Practices

Expanding the Universal Adoption and use of only AES-256 Encryption

Resolving interoperability challenges of disparate implementations with Manufacturers

Project 25 Technology Interest Group




Current P25 Steering Committee Activities

30

(4

Aves

oy vV

V1.0 v2.0 V3.0 \~

Meeting and

Improving Inter _ Enhancing network Facilitating
System (ISSI) and e>_<ceed|ng_ the cybersecurity and education and
Console (CSSI) evolving requweme_nts promoting universal outreach for both the
Standards and of LMR systerr_\s_, with adoption of AES 256 users and the
Testing _hew capgbllltles and Link Layer manufacturers
Including Link Layer Authentication

Encryption (LLE)

CELEBRATING

%\\)
2941
@ YEARS OF Project 25 Technology Interest Group 15
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Ongoing P25 Security Enhancements

Cybersecurity

Improvements

( ).
.
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r. .
. .
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. .
. .
. .
. .
. .
. .
. .
. .
. .
. .
. .

Discontinuing Use of
Deprecated, Non -
Standardized
Encryption (Non -AES 256)

Finalizing Development and
Approval of P25 Link Layer
Encryption (LLE) Standards

Project 25 Technology Interest Group 16
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THANK YOU!

Don Root
Project 25 Manager, APCO
Project 25 Steering Committee Chair

rootd@apcointl.org

CAPCO

Internatlonal

Leaders in Public Safety Communications™

Project 25 Technology Interest Group
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VEARS OF

P25 Standards Update &
JLMRLTE (LMEHE E) Interworking Update.

John Lambrou
Distinguished Member of the Technical Staff at Motorola Solutions
Chair of the TIA F& Mobile and Personal Private Radio Engineering Commit

July 2025 Project 25 Technology Interest Group 18



P25/TIA TR Introduction. %\Q
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To dlate, TTAAR-B (Mobile andPRuvate Radio EngineeringrGonun)ttee) has

created ancthmaintains|adlcdocuments inclddedhn Hé P25 Stite:ofl Standal

(80+ dlacuments).

A Air Interfaces Frequency Divisiorn (FDMA) for trunking/conventional voice ;and-pack
data services and Time Division (TDMA) for trunking-voice @and-control €hannel,

A Wireline Interfaces Inter SubsSystem interface (ISSt); Console: Sub Systemdnterfac
(CSSl)rand conventionaldixed Stationrinterface (FSI);

A Securitysservices;) OQverdther AirlRekeying: (O TAR); Subscriber Authentication, AES?2
Voice-and DatarEngryption;

A Locationsservices; dier1o(conventional) and Tiendking or conventional)

July 2025 Project 25 Technology Interest Group 19



P25/TIA TR Introduction. @g
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A Stanttardenalileinteroperatility hhetween-equipmentfofitifferent

manufacturers.

A User:agencies (via Public'Safety User-Needs Working Group (PSUNWG)) and/or
customerrRequest for Proposals:(viarmanufacturers)tidentifyinterfaces and-functior
that needtoiinteroperate;

A Manufacturer-and useragency representatives work:-together totecreatet ThA:standar
documents;

A Customers choose what-standard functionality theyi desire; manufacturers tbuild to t
standards that support their customers and standard testsivalidatednteroperability c
manufactureriimplementations.

July 2025 Project 25 Technology Interest Group 20



Summary of Improvements and Ongoing Work:/\q_..
P25 Air Interface Standards. ’/1335

A New Silent Emergency-Activation signaling for Trunking and-Conventional.

A SilenttEmergencyrensures-thatthe emergency-state of the radio is-not detectable by
anyone:aroundtheradio//\When thecadiotenters emergency alarm-mode; thecemerger
alarm reguestdsrtransmitted but.there is no@audio/visual indicationmof that emergency C
that particularradio/ Use-cases include undercovemnagentsrin surveillance activity so a
to warn the ssuspects. Thisfeature dnforms other users of this situation.

A  New Rrojecbapprovedudune2025.
Additional standardized-Emergency indications:

A A A

VehiclesSensedEmergency
July 2025 Project 25 Technology Interest Group 21

Accessory.SensednEmerngency
Remotely/Activated Emergency
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Summary of Improvements and Ongoing Work/j/\
P25 Alr Interface Standardsz) @ 39

Mf TEROPERAB/U TY

A New Revisionto FDMA Cemmaon Air:interfa@upportifor Link LayemEncryption.
A Thisffeature protects airinterfacessignaling.
A New RrojectrApprovedudune2925.

A Improvingdecumentationformmodeling neiseand-interference and for coverage
modelingand verification.

July 2025

A

A
A
A

Two keyprojectin WorkingGroup 1.

Drafting: Recommended/Methods for Measurementcand:Interference:- Assessment for
Narrowband tRbuilding CoveragerEnhancement Systems 2 -8830).

Drafting: Recommended/Methods for Technolempdependent NarmmowbandPerformance
Verification.((TSB8.3-H).

New projectin WorkingGroup 20 Develop 1-88.2-H dealingwithopropagation-andfading.

Project 25 Technology Interest Group 22



Summary of Improvements and Ongoing Work: o =
P25 Security Standards. ’/1335

INTEROPERABILITY

A New standard capabilities for,P25 Key [FilliDevices.

A Standardized Interoperability of the:Key Filkinterfacefor-EnEnd-and:Authentication
key material-provisioningdetween KMFEs/Authentication Facilities; KFDs, and
portables/mobiles.

A First Bélotcomplete d ©e02024:sresotutionbefl batiohecommentsrwillirequibaliot.

A OTARMessages anctProcedures improvements.

A Puibilished OTAR Messages @and Procedures Revision which includes-ashdrMessage
Authentication(Code ((CMAC)-examples.

A Improved interoperabilityfor ibink:Layer Authentication.
A New RrojectSecurity-enhancements and: clarifications for increased interoperability.

A Review-of subscriberauthentication and mutual ‘authentication procedures with a focu:
multi-system-and soaming scenarios.

July 2025 Project 25 Technology Interest Group 23



Summary of Improvements and Ongoing Work: A= oo
P25 Security Standardsz) T35

YEARS OF
INTEROPERABILITY

A New P25 Link-ayen Encryption service protecting rall @irfinterfaceisignalin

A Draifiting:Users andAmanufacturers are czollaborating In the APCQOProject 25
Loyt S NFF hit©Ss Eder2oYoX hdll G SIS Q&INOY-ONELIG A 2Y ¢ &

A Thissservicewillselectively encrypt airsinterface signaling-and:be interoperable \
legacy-airinterfaceisignaling.

o Thismmew:system:level service lwill-affect:nearly all published Air interface:standards: inradditiol
published:Security rand/ Wireline: Interface rstandards.

July 2025 Project 25 Technology Interest Group 24



Summary of Improvements and Ongoing Work for: = Py
P25 Wireline Interface Standards. @ 39

INTEROPERABILITY

A Lo2ty6lbN@ dup R2ePupidieD NRsdzhd InwiS 3D NR cdzlldke va 3 551)kar0 N2 &
Consoles Sub,System dnterface {CSSI).

A Drafting: Group fRegrouping maximizesiefficient: use: of RF resources whentalkgroups :
patchedtogether. T Thiscnewwork Wwill enable control 'of the! Airinterface: signaling wher
systems:are connected withh ar- ISShorchave-dispatch equipment connectedwith a CS

A Standard revisions forrEmerngencyGroup Call@and«Cancel.

A Drafiting: Clarifications>of isignaling and-associated iequipment:behaviors:to €nable-new
cases.

A New IInteroperability:and Conformancestests for 1SS @nd CSSI.

A Plannet\\WorkNew Trunkingrinteroperability-and Conformancet tests include tests for

vocoder mode combinations and Supplementary -Data Services:such as: Call Alert and
Emergency-Group-Call Cancel.

July 2025 Project 25 Technology Interest Group 25



Summary of Improvements and Ongoing Work fo/\'fj
P25 Wireline Interface Standards2) 5335

YEARS OF
INTEROPERABILITY

A Modificationsttotthel tnters Sub,System dnterface (1SS1)( the Console Sub Systern
Interface ((CSSHpanddthe:DigitakbEixed Stationfinterface) (DEShpto enable future
Interworking withBroadband Cellularn PublicSafety Systems.

A Puiblished 1SSIICSSHaddendumsidefining use of the ISSI/CSSifor:connecting Trunkin
systems to:a 3GPP: IntercWorking Eunction-(IWF).

A Drafting: DFSEaddendume-definingwusetof thes DEStfor connecting: Gonventional or Ana
FM base stations:ito a-3GPRPHWF.

A Planned New \WorkAddendum to the’ P25 Conventional 1SSH/CSSI standard forconnec
P25(Conventional -orrAnalog/FM:base istations to '@3GPP IWF.

A New featurefforrRemotely ActivatedrEmergency Alarm.
A Plannet New\WaorkConsiders control signalingracross annter Suly Systemutnterface (I
by RnsdleZyf &2etn Site{adza sSI{t@2&ti02S YradloYeh SINF 0SS, o/ { { L

July 2025 Project 25 Technology Interest Group 26



ATIS/TIA JLMRLTE Working Group. ! %9 35

YEARS OF

7 INTEROPERABENY A

A Cumrentwotkiitemte{udy dzR@rw2kFg bkrycdnSNBVE N AoyPAVcorS G 8 S S
alAsara_Ati2aysend NA OAOI € { SNIWAOS&aéd
A Scenarios and-considerations for:-the:use of-:a'3GPP Release 115/ dntersWorking Func
(IWF)tocenable interoperability’ of standardizedvoice and data services:between a
3GPP MissionrCritical:systemiand /alddded LMR system.
A The TiAbased LMR systemscincluded:
o P25/MFA102 Trunking;
o P25/TIA102 Conventional,
o TIA603 Analog Conventional/FM.

A The Study/document-does not-prescribe-arparticular. LMRfinterface to\the IWF;

A TIAhas chesen the’ P25dnter:Sub Systemflnterface {(ISSl)zand Digital-Fixed Station
Interface ((DESI).

A Theffitsteetlition (BTB200) wasopublistret\byr AT TSI TVA Mareh2252025.
A JSTB200 Revisisiwarkrundenyay to fill inpgaps! dind fine: tune-interdperability.

July 2025 Project 25 Technology Interest Group 27



LMRLTE Interworking Document ! @;35
Published by ATIS/TIA

a{GdzReé 2F LYUSNB2NJAYy3I 0SUGSSYy tHp [aw

{ SNIAOS&a¢d

The First Edition was published by ATIS/TIA March 14, 2025.

INTEROPERABILITY

To Get a copy of the document:

Copies of the Document are free to Government Agencies in the United States. Follow this link for an
application formhttps://tiaonline.org/wp-content/uploads/2020/11/2024073®25RequestForm. pdf

For government agencies outside of the United States, please contact Victoria Mitchell at TIA using the
link vmitchell@tiaonline.org

Documents for Commercial Entities can be orderechétps://store.accuristech.com/tia

July 2025 Project 25 Technology Interest Group Confidential and Proprietary 28
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LMR/LTE Inter Working Function. ! /Q 35

M/ TEROPERAB/U TY

A The 3GPP: Interworkingarchitecturef defines anrinterworking

functional entity ((IWF). i Narrowband
A Fromthe 3GPP side;the IWF acts as lanother 3GRP mi d
critical system; and fromthe\LMR side; the IWE acts as i

LMR
System

another LMR system. Evolved [  FUncien (WP
. . . . . Packet < 3
A ThellWF:s the functionahentity responsible for conversic Core E J Core

of media, identities:andcontrolsighalingtbetween"3GPP
missionccriticak and/ MR technologies-to:enable .

interoperable:services. !“ . E
Network
Management

A This/IWF supports interworking between LMR SYStems & wc services -
3GPPmission critical-systems-using standard TIA LMR | @ P« Ve
interfaces-and thestandard-3GPP-1WI interfaces.

] o ((( ’)) ((( ,)) \ Common
A For LMR;the P25 intd®F:Subsystem interface (ISSHCSE e, oce m _é_ _é_ i
and Digital FixedtStationtInterfacer (DFSI)-have been chc N s

by TIA Off-network D
A EnditorEnd encryption is supported.

Direct Mode

July 2025 Project 25 Technology Interest Group 29



P25 LMR & Broadband: Better Together! %‘Q 35

P25 LMR and-Cellular-broadband(FirstNet) are different Technologies;
You:do not need to'choose one or-the other.

P25 LMR and/Broadband are Better-Together!

A The rolloutof:-3GPPbroadband services:is-expected torcontinue to-progress.

A Forthefforeseeablée future;dooth technoelegies/(LMR and Broadband)rare;'strongly @nct
Into the publicssafety: ecosystemm and markets.

A Thisccoexistence creates aneed for: Interworking of thesertechnologies.

A The joint/ATIS/ITIA workinggroup wilh continue: to expandsthe \Study-document to-enak
iInterworking ofithe:technologies.

A Work will continue in TPl Acto) maintaim and update-RP25 standard services.

A Work will continue ir:3GPP to:maintaincandiupdate’ 8GPP imission (criticah standard
services.

July 2025 Project 25 Technology Interest Group 30



/—\ CELEBRATING
Next TIA TF8 Faceto-Face Meetings @ 39

TIA

VEARS OF

F8: November 1819, 2025- Orlando, FL

(In conjunction with TIA Broadband Nation Expo)

TIA TR8: February 245, 2026- Nashville, TN

July 2025
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VEARS OF

THANK YOU! @

TA

ADVANCING GLOBAL COMMUNICATIONS MOTOROLA
SOLUTIONS

John Lambrou
Distinguished Member of the Technical Staff at Motorola Solutions

Chair of the TIA T& Mobile and Personal Private Radio Engineering Commi
John.Lambrou@motorolasolutions.com

July 2025 Project 25 Technology Interest Group 32
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Improved Emergency Capabillities, Security, and
Applications of P25 Capabillities

Jeremy Elder

Director of Product Experience Technology
L3Harris Technologies, Inc.

July 2025 Project 25 Technology Interest Group 33
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Improved Emergency Capabilities @
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The P25 standard now supports richer alarm reason codes and remote activation
capabilities, further strengthening LMR communications in critical situations.

Updated Subscriber Emergency Alarm Signaling Remotely Activated Emergency Alarm

Use Case: Signal Reason Codes for Emergency Use Case: Allows a telecommunicator (r
Alarms another privileged radio uni} to remotely

A Man-Down Condition activate an emergency alarm for a subscriber
A Vehicle-Sensed Emergency who cannot activate their own emergency.

A Accessory-Sensed Emergency (e.g., pierced vest)

B | REMOTEACTIVATED
MAN-DOWN DISPATCH DISPATCH ALARM

July 2025 Project 25 Technology Interest Group 34
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P25 Encryption Concepts @
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P25 offersDefense-in-Depth through multiple layers of security services

Security Service User Benefit/Protection Available?

Endto-end AES Secure, interoperable exchange of 7
Encryption voice and data
Link LayeAuthentication  Authenticate subscriber units (SUs) and 7
(LLA) Infrastructure to ensure they are legitimate
e J Link Layer Encryption  Protect overthe-air signaling
5 ,/3 = / (LLE) from interception Not Yet
2 = ' : | Overthe-air-Rekeying Stage new key material over P25 v
R ‘ (OTAR) common air interface
Inter-KMFInterface Transfer key material online or offline between <
(IKT) separate systems/KMFs
Key Fill Device Transfer key material securely from portable "
(KFD) key fill to P25 subscriber units

DEFENSEIN-DEPTH

July 2025 Project 25 Technology Interest Group 35
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Project 25 InterKey Management Faclility Interface (IKI@
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Is there a standard for the IKI?

What is the IKI? o
_ o _ I¥ Vesc i K Broject 25 KMRo-KMF Interfacé

The IKl is thenterface pgtyveen multiple standardized the IKIA revision with Improved

P25 key management facilitiesegardless of  |nteroperability for encryption key sharing between

manufacturer. Key Management Facilities (KMFs) was published ig....
July 2024 : |
Does the P25 IKI require an IP Why are we just now hearing about the

network connection between KMFs? P25 IKI?

Mb2i ySO0Saal NAf & X KB Manufactute brdbepidnidyda ield &I |y
offline (file-based) transfeiof keys and an solutionsdue to increased customer demand
online transfer of keysver a network. for a secure method to share keys.

KMFs that support the IKI are entering the market and manufacturers beginning to test implementations in the fielc

July 2025 Project 25 Technology Interest Group 36



Key Fill Device Enhancement

I\/Ian;geeyment Authentication Key Fill Link Encryption
ili ' Facility (future
Facility Facility Device y ( )
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Enhancing P25 Key Fill Interoperability:
Standardized Interfaces & USB Integration*

|. Adds new standardized interfaces between a P25
Key Fill Device and the following P25 services:

A Key Management Facility (KMF)A Authentication Facility (AF)

A Another Key Fill Device (KFD) A Link Encryption Facility (LEF)future

ll.Includes unassigned keysr to ease sharing
interop keys

lll.Improves key loading for P25 Subscribers by adding:

A Standardized USB interface

A Forwarding Key Management Messages (KMMs)
from KMF & AF

* Standard ortrack for publication this year.
New products typically follow 228 months after publication.

37



Link Layer Encryption Solution

.
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Xx RUt Wx ¢! I WEUHI ! GdhR dverthetair sighaliddinG25YCpidéhtiphaidild Trunking
system configurationsT including direct mode.

LLE STANDARD 2025
Future-Ready, BackwardCompatible

Completion of standard is not expected for until late
2025 or 2026- usually 12-18 months after that is
when equipment is available

P25C Direct Mode P25T and P25C Trunking . Né6wuwt qeUT ¢!l T Wéc¢t WOYLWRGGe Ha
require LLE
& The standard ensures compatibility with previously
& . %, LLE addresses 3 deployed radios that do not support the LLE feature
e . .
ééf’" ® % p”nc'PleS _Of the V Interoperability with legacy radios
& Security Triad Secu”ty trlad'

V Seamless transition when LLE enabled
AVAILABILITY

July 2025 Project 25 Technology Interest Group 38



P25 Location ServicesTier 2 Location

CorgamyY

WHAT IS IT?
P25 standard interface between P25 SUs and the Location Host Server (LHS) for locatigg
reporting. Requires dedicated data channels on the P25 network.

Supports a variety of triggermcluding Periodic, Distance Change, Emergency,
Power On/Off, Host Request and User Request.

KEY CUSTOMER VALUE

Telecommunicators are provided with refreshed locations while
communicating with a first responderespecially in emergencies.

1 \/\/\/\ j\ \J 9)’

.
Subscriber  Tier 2 Location P25 Trunked P25 Location Location Dispatch
Unit (SU) over CAl Site Host Server Services Console

STANDARDIZED BY P25
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(NEW) GPS on PTT Location

CorgamyY

WHAT IS IT?

Allows a P25 subscriber unit to send its GPS location with eachtéUiakk
over the voice channel without using extra channel capacity or needing dedicated
data channels.

KEY CUSTOMER VALUE

Telecommunicators are provided with refreshed locations while
communicating with a first responderespecially in emergencies.

Subscriber  PTT: Voice + P25 Trunked Location Dispatch
Unit (SU)  GPS Location Site Services Console

July 2025 Project 25 Technology Interest Group 40



(NEW) Caller Alias on PTT Solution P25

CorgamyY

WHAT IS IT?

The new standard permits a P25 RFS8dinde Caller Alias in each P1or P25
subscriber units without using extra channel capacity, transmitting it over the air
interface rather than just via ISSI.

KEY CUSTOMER VALUE

First Responders getal-time Caller Aliasn their SUs without needing to
manage alias lists. This works for P25 subscriber units, Dispatch Cong
and other types of callers.

[ @

Subscriber  PTT: Voice + P25 Trunked P25 Core Dispatch
Units (SU) Caller Alias Site Console
tlaasa I yryYyS tA1S awWlyS {YAGKE @aod | 02 YL
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www.|3harris.com

Jeremy Elder

Director of Product Experience Technology
L3Harris Technologies, Inc.

Jeremy.Elder@L3Harris.com
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P25 Public Safety User Needs Working Group
(PSUNWG)
Working Projects, Priorities for Standards evolution

Scott Wright

Sr. Telecommunications Engineer Il
State of Connecticut Deputy SWIC, PSUNWGHaa@r
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Purpose:Provide a forum for education, discussion, and input from a
broad range of public safety users and subject matter experts on issues
directly or indirectly related to public safety communications and the

Project 25 Suite of Standards.

- Membershipg open to membersaround the globe

A PSUNWG membership is open to employees of public safety or
government agencies with a role in public safety communications

A For more information or to join the PSUNWG, please contact
NCSWICgovernance@cisa.dhs.gov
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UNWG Updates and Priorities @
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Strategic Priority 1Engage a broad user community to serve in advisory

role to the NCSWIC/SAFECOM
communications related matters

Tech Policy committee on any

Strategic Priority 2Review and provide input on communications

education and outreach materia
communications, interfaces, and
education and outreach materia

s to expand knowledge on
standards. Where needed, develop
s to be published under

SAFECOM/NCSWIC, including

July 2025 Project 25

P25.
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On Going Projects:
- Intake Action Form

Developed a uniform method to capture user needs and
requirements

Define scope and extent of use case
Is It a standards issue?
Assist manufacturers in allocating resources
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Initial User Need
Determination by P25 Radio Manager/SWIC ]
Public Safety User

UNWG Review UH"HEI.IEEI’lI’ItH'EFI]ﬂI‘I ]
I
UNWG Work Product
Public Safety Not a P25 Standard
User/Industry Discussion Need |
l ,.
P25 Standard Need (Optional) UNWG
Continues to Support
User Need y
P25 Steenng Committee
Public Safety User
Community Approval

July 2025 Project 25 Technology Interest Group
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HOW A USER NEED BECOMES A STANDARD

User SAFECOM P25 Steering
Need User Needs Committee
Working Group

APIC ﬁ
P25/TIA TIATR-8
clntetface Committee
ommittee
(i P25 Steering ) \_
Committee
TIA 102
Public Safety Standard
@ User Community
Approval
—~ \_ )
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PSUNWG Updates and Priorities

On Going Projects:
- Continued collaboration with APIC regarding LLE
- SPUN Updates
- LMR Encryption document revision
- Further identifying other user needs:
0 GPS use (wildland firefightingtc)
o0 Paging / Vehicle Repeaters
Emergency Alarm Call/Cancel
Consideration of a Trunked Fixed Station Interface (TFSI)
In building coverage/technology solutions
Development of a white paper regarding LMR/Cloud use

©O O O O
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Public Safety Needs Working Group %_\3

(PSUNWG) P25

.
Corygmy VY

Publications:

Link Layer Authentication (LLA) and Link Layer Encryption (LLE): Are You Really Secur
https://www.cisa.gov/sites/default/files/202803/23 03.08 LLA LLE CLEAN v2.pdf

GPS For Public Safety Location Services

https://www.cisa.gov/sites/default/files/2024
08/safecom ncswic _gps_for public safety 24 0814 final 508c.pdf
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July 2025

Public Safety User Needs Working Group (PSUNWG) =3 g :

Videos pending release:

What is the UNWG?
What is Link Layer Authentication (LLA)

What is the difference between LLA, LLE, and Voice Traffic Encryption

Project 25 Technology Interest Group
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WE NEED YOU!

Project 25 Technology Interest Group
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THANK YOU!

Scott Wright

scott.wright@ct.gov
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P25 Next

New Standards, Interoperability & Security for
the Future
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WWW.project25.orqg
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